Catlegory:

Reversing

Names:
Combat bogus EC sites - 1

Message:

A suspicious file quarantined from a defaced web server is given as “challenge.bin”. The
administrator of the server says that the server is hacked and make it as a redirector to suspicious
sites. Unfortunately the file is encoded by an anti-malware software on quarantine and the admin

doesn’t know how to decode it.

Challenge Notes: Violation of the below warnings will result in penalties to your team.

1. DO NOT use online analysis services such as UnPHP or VirusTotal. These services make the
uploaded contents public, i.e.) other users can download uploaded contents. Making the
challenge contents public is explicitly prohibited by the CTF rule. Instead, you can use offline
tools such as CyberChef.

2. Please decode the challenge file in your malware testing environment. The decoded file may
incur a detection alert from your anti-malware software. We assure it is safe as its Command &
Control (C2) server is not actually accessible in the Internet. The file is also placed in the Linux

host of the given challenge environment.

Objective:

You can learn how you decode PHP malware.
Instructions:
Malware of this kind is used in attack campaigns known as “Japanese Keyword Hack” or “Blackhat

SEO Spamming” to lure users to fake EC sites.

Checking the file header of challenge.bin, as usual.



root@ip-10-0-10-20:~%# od -txl challenge.bin
0000000 a% ac bd a7 a9 ff ff ff f9 ff fd db
0000020 ff 9e ff 93 ff 93 ff 9a ff 91 ff 98
0000040 ff 8f ff 97 ff 8f ff dl1 ff 8b ff 87

0000060 ff fc ef ff aB8 bé bl df cc cd df af
0000100 92 ff fb fb ff df ff ff ff
0000120 ff ff f9 fb ff 34 d3 4b 99 8 fb
0000140 82 15 99 ef 47 41 ab 79 97

Googling first 4 bytes reviels this is a VSBX file, which is encoded by TrendMicro. As the challenge

message stated, this is quarantined file.

You can decode the quarantined file by DeXRAY.pl. After decode, you can see a PHP file named
“challenge.bin.00000096_TREND2.out”.
Note: Installing Crypt::RC4, Digest::CRC, Crypt::Blowfish, Archive::Zip, OLE::Storage_Lite is necessary

IH

before use DeXRAY.pl using “cpan instal

jroot@ip-10-0-10-20:~# perl DeXRAY.pl challenge.bin

dexray v2.34, pyrig] y Hex - ,

Trend&Kaspersky decryption based on code by Op

McAfee BUP decryption code by Brian Maloney

Much better Symantec VBN support code by Brian Maloney
Kaspersky System Watcher decryption by Luis Rocha&Antonio Monaca
Sentinel One decryption research by MrAdz350

Microsoft AV/Security Essentials by Corey Forman /fetchered/
Cisco AMP research by @rOns3n

Thx to Brian Baskin, James Habben, Brian Maloney, Luis Rocha,
Antonio Monaca, MrAdz350, Corey Forman /fetchered/, @rOns3n
Tony, Jordan Meurer, Oskar, RevD1l7, Roman D.

Data Offset = 86
Num of tags = 6
code= 2, len=36

code= 3, len=16
Platform = 'WIN 32 Platform'

Encryption = 2 (CRC)

00096_TREND2.out' — Trend File #2

TRENDl.met challenge.bin.00000000 TRENDl.out challenge.bin.00000096_ TRENDZ2.out

Then you can find obfuscated code consisted from “0”, “0”, “0” and “_".



dset time limit (3600);
dignore user abort(1l);
= 'mapss301 302 303 304.xml';

Edt = 0;
Fsitemap file = '"sitemap';
bmapnum = 2000;

EO00000=urldecode ("$73t%$7A%62%2F%6D%615%5C%7 40%6928%2D%70%78%75%71%79%2
){33}.5000000{10}.$000000{24}.$000000{10}.5000000{24};$000000=5$000000{0}.
)0000{29}.$000000{26}.$000000{30}.5$000000{32}.5$000000{35}.5000000{26} . $00(
RUpXck1BaFVRS0d3dW5ka3NieVRCZ2FNbORICGVEU1hqUk9UeGNXS] 1GANIYQmMS yQUt jbzkwil
nAzekxwZmdNCcDNJTXAYSWZWMKkEFMCDNBTXAye kxwMnpmcGZNTXAYQWZWMKkENCDN6THAye k1wM
PDJWWUdGc1 1TV1IhZT1 FpMGNYWE 1 XTVhSWnJ1MHhWe DAWU jJBCT1F1IMXh3SO0RJUTFGUOOWWWAyYT
PWAVNUSiMnVLQ1Z1bGNUTkhUM3VreFZsN1Z3ZzFid0EwW1U5alNRAWZnVGB8xZ1RBMFQzbWZa
bU1VZmMNNdAW]1 vbXVEQXBUMWINTUL JY3FGCc11TVIhZRE1kS2JyQUELTcmVCULZYWVNWWE LTVMRIZ
['VhaUlZ4L0SmWGpTVNVECDBETW1 sbU1VZmNpeHd jMk4 xMWJ6bzA3VKkXYWVNWWE 1 TV1IhZRE1 kS
05dml1vTk52bHhSVHZ1QINWWE1TV1hZUl ZkOVZMWE 1 TVMQSVEkXYWVNWZGZnVHUxeHcOWUSRAT
1ZMWE1TVMRIZOxYCclpUQWhnVG5zTm85dnVET1V1bUSiTjBpcGlvZHZOMTBIUL1 ZJd1NyQTB4U
PUtavVUlZQ1FLaHgybTBCVNVECDBtTW1 sbUlVZmNTbW91b1QxaUR1bDINbTBvTXVObVBUMWRNG
HUxeHcOWWNyYTj FndmVCU1ZYWVNYyME 1 nVXRoZ1VLA1NWaUh4MOFLY1 ZZbFOxQWOwS2dvcEL1U
1sWVN2MDITVmN5Z3dJUkJNZDAWTEhZUl ZYWVNWWE14d20wY1ROa1NydWZ jVXASVEkXYWVNWZL
b3BLZUxNb3VwcG85ZGAwQWIwb3VEd 1 BvcXUxbWR1MHBMVHZ 1 Qk5RdAG1 id3hZV01kMXh3dEtid
F1TVnUxeHdOaFpRb2pnZ1g5Ul1 Z1 RHAWbUL tbG1NVWZ jU21vdWSUMUSvdWx tTXVEU1 JUAmVCU
bUFWVWZ j RmdWY 2NCTRw3VndLd1 NWWWx4UW90eDNjeXh3bl1XdjBZTj JIMOFVZ2XBVWS PZOp6M
EVUxS04xMDAWTFhZUl1ZYbE1VQTBavVT1gUOowWWSWAURWbG1 1bXBtdml vZVJJVUEWW1USa k4 xM]]
[VVmY1B2MEFtdnBtcW1vOU1 2MD1wTjEWN1ZMWE 1 TVMQSU1 FtZXgycF1HRNNZU1 ZYWVNWWE L TV
F10M20xY1Z4N]1 ZMWE 1 TVmQSVkxYWVNWZEhnTFhzT1 FvT2NRS31iTFg5V01YUnhybTBOZmxZR!
NVGSVR1IcOVMWEJFMOFIY1EFta0lUWGpHUTF1Tmh1QINWWE1TV1hZULZYWVNWWE1aVUlZQlFLaj
kxYWVNWWE LTV1hZU]l ZYWVNWdXdaVXRLVDNkaWNRWV 1 XTVhseFFvMEpWWGPTVNnh5eHc5TGT zd
BWNRUE 1 XTWRsSY jNtMGAROHNOUWAI Y1 FtRHhRbzRaVmw3VkxYWVNWWE 1TV1hZUl ZYWVNyME1 nV:
11TV1hZUlZYWVNWWE1TV1hseDJLMGJVbOZUM2 1mY1 ZYOVNWdAXN jcnVGU1YOWUSoc31FZnhZR
51Qk1sWUAGC1ITVIhZUl ZYWVNWWE LTV1hZUl ZYWWAVOXN1Z 1hSV1FOZ1dSQUhJUW1 rSVRYW!
¥ 285T2TyNTBnVTUweGZZbGd352VnbT1GSVR1 cOVWZDB4d0trQl1 Z1bE1UdW1CTVhgUl ZOeHhI.dl
nEGCcl1TV1hZUlLZYWVNWWE1TV1hZUlZYWURNZEtickFLU3J1QINWWE1TV1IhZUlL ZYWVNWWE LTV
F1EbnNZUl ZYWVNWWE 1 TcjBZZ1V0aGdNZDAWTFhZU1 ZYWVNWWE 1TV hZU1 FEtT1pROF10aHRMeH
1hSRVJYUINWNE1OMmM]1 GTmZsSENYZUJTVIhZUI ZYWVNWWE LTV1hZT1 FQWVANZGhaUVBOQnJIBc(
1ZYWVNWWE1TV1hZU1 ZkSGAMWHNOUVBZV3YWWWAROTEFjUXV5Q1 721 c2NydUZUM2NLSUxYa 1 NWell
bHoye jNJd053SXZsMnpocEFJCTWQ3VKXYWVNWWELTV1hZUL ZYWVNWWE1TV1hsZ 3JBMHhMWD1 TUH
GpTVnVpZ1F1REKYyOWpjUWlgY1ZGWUSRAWh c1NIQk1 kN1 ZMWEF 1 TV1hZU1 ZYWVNWWE LTV1hZU
GlIYO0plQkRuc0JavVUlZQlFLaHgybTBCVNVECDBLTW]1sbUlVZmNQd jBRBbXZwbXFtbz1NdjASCcH
EFHC1laWJVcHNUMT1RTXBOb1QxOEhxRkg5VndLdOJRS2hUMnVIeExZbHhRbzBaVjRZTmY SM3hWM
PHhRbzBaV1gbUl1Z1Rk1UdXNFTFhSRWZ4ak5RZ0ZJIJVHVZCUZTISGAMaWh jVU50Y3JTc05RaxX 1 4M]
HXNiMOEwWCUZIOVZMAU94MOFqUOoWWXgzdWZUM055Y0pQaEJyQTFJUKkEweEXZbFpROWh jbz1qY ]
[HUxeHdOT1NEMF10UWkwY3JkRGMybUxTV]RZTmhzeUVmeF1FTFhsZzI5M2dVU11FTFhSRTN1 S
V.1 VT ZXpWRMhCTW= QT jNKMFpWNU 94M3pScUZ zbHhyQUZj UV1 ZV01 YbHhRbzBaVj RZTmY 4UKVMd?
-U0-:--—-F1 challenge.bin.00000096 TREND2.out Top L1 (Fundamental)

The deobfuscation path is as follows:

Decode the substitution table in urldecode() function.



Recipe ~ BB B Input + Oz § =

%7 3t%7A%62%2F%6D%615%5C%76%7407%6928%2D%70%78%75%71%79%

~
URL Decode 2AB%6CLT 2%6BUEA%ETI%SFUE5%E8%63%7 3% T 7%6F 4% 2B%6637%6A

mc 106 = 1 Tr Raw Bytes & LF

Output BO®::

stzb/ma5\vt@i28-pxuqy*6lrkdgd_ehcswod+f37]

Substitute the alphabets correctly. You will find some functions like substr(), strtr(),

base64_decode() and eval(). You can skip some decoding by using “php -a”.

oot@ php -a

000{3} .
0000{0} .$0000

000000;

Decode the base64-variant string. Then you will find more decoder at the tail of the script.

Substitute string on 0-51 and 52-104.

LAY UNRURDIIIYl 3 1 OVATSVAT IS 1 HSUVEDI VAT D1 UULNUC S MY UWL T L1 WSS S 1 IR 101 U3 B UgU Ny LU D pue

Dultdu3kocUAeZUuhT@megUlKbRUhDMXCEFX/WYs=";eval("'?

>' . $0008080($000020 ($000008 ($000000,$000000*2) , $008008 ($000000, $000000 , $000008 ) , $000008 ($00
0eee,0,$000000))));

Check the eval function and its argument.



Recipe ~oms
Drop bytes ~0mn
Start Length
2] 104

D Apply to each line

Substitute ~0n

Plaintext

qCYViLmtZFINvFEIWrIAhUQKGwundksbyPBgaMoDH...

Ciphertext
0qgChivxawkJITyLDPHYNzWGle... D Ignore case

From Base64 ~0n
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

Input + 0Oz .

0qgChiVxawkJTyLDPHYNzWGlemRQBtobvEKZ rSFfpUsMIAunjXcdgCYViLmtZF INvFEIWrIAhUQKGwundksbyPB
ODHpe‘ZSXj ROTXCWIQFZrXBnrAKco90ZU1KT2tHbUK@BJz2z IXHqFHXZUcjb3NKT3mhg TNDIUNYxRnszM17VLu4bl
IULKSJQYNTp2ALp3zLp2AMp2qMp3ALp3zVp3zLpfgMp3IMp2Ifp2ALp3AMp2zLp2zfpfgMp2Afp2AMp3zLp2zip.
X7VYsBNQi@crdDc2mLSIeYN2i8crXRqFHHgLXSZTADZru@xrzsBM1YGFsYSVXYNQi8crXYWMXRZrudxrzRGFHIS!
Xx2pYGF sYSVXYNQi®crXYWMXRZ ruexVx7VROBNQulxwKDcQ1FSI0YgrNKxTmKx3uDc TNHBV17VwKwSVY1lgrmfZmo
XYWvBYNFxHGFsYSVXYNQu1xwKDcQ1FSI@YNF8RGFHOVLUlc TNHSJOYc TNegU50b2uKBVulc TNHT3ukxV17Vwglb
ZU93SQufgTolgTABT3mFZMYHVReBSVXYSQKwSViHX3AKcVY1T1AopKgopKeRplmumpmymoSmpllRTMIHS reBSVX
XYSVX1grmfZMX9SVuDpemMmlmMUfcMumomumApT1mMMMccqFsYSVXYDMdKbrAKS reBSVXYSVXYSVAHELXsZTAhg
No9vumNUumNbN20ofg3IRTM1HS reBSVXYSVXY SVXYSVXYNQu1xwlYWMX1T1AopKgopKeRpPinT1AovPIRTMXFSVx
XjSvuDpemMmlmMUfcixwec2N11bzo@7VLXYSVXYSVXYDMdKbrAKS reBSVXYSVXYSVXYSVXYNQulxwlYWMX1T1Aop!
pKeRpPinT1AovP IRTMXJSVx/NFXjSVuDpemMmlmMUFcumpmMUm9vmoNNvIXRTveBSVXYSVXYSVAOVLXYSVAOVLX'
dfgTulxwdYNQuUlxwl7VREBVLURb3cKILX9SrABxK9fb3ntzfilxwt1lgUAygQpsNrikbQ5ibUpHBveBgRmjI3uHb.
ZTADZru®xrzsBnH7VLXYSVdHgLXsZTAhgTnsNoSvumNUumNbNEipmodvN18HSVIwSrABXRuybQ93gTSsNoSvumNI
NbN@ipmodvN1@HSVPIWMXRb2gWNF1YGF sYSVXYSVXYSrNKe rmfbLd@xRmKqFsYSVXYDMAKbrAKZUIYBQKhx2meB'
pemMm1mMUfcSmounT1iDul9MmeoMuPmPT1dMvI1uWNLI@HSVIwSVuDp@mMmlmMUFfcSmounT1iDulSMm@oMuPmPT 1di
UWN1OYWvO9SVcs cruFxFXHSreBSVYXYSVXYSVdfgTulxwdYcrN1gveBSVXYSroYgUthgUKwSViHx3AKcVY1T1Aop!
pKeRMouppo9QplogmoSov1ubDMouppozRTMLYNLIYX3ufcQ2eb3cKxLY1T1AopKgopKeRMouppo2QplogmoSov lul
uppozRTMLYSve9SVcygwIRBMd7VLXYSVXYSVXYXwm@cTNISrufcUp7VLXYSVAOVLXYSVAFgTulxwdYgwoex2p7V|
VLusb3A8SI@YNo9vumNUumNbNeipmodDMPOvmVccqFs1bQojgfX9SPX1T1AopKgopKeLMouppo9dn@AopouDyPor
mdu@pL TveBNQtibwxYWMd1xwtKbwAygQpsNQtibwxHgFslc TNex21iibwxYWMXRNheBZUIYBQKhx2m8BVuDpSmMm
UfcSmounT1NoulmMumSRTM1HS reBSVXYSVulxwthZQojgfX9SVuDpemMmlmMUfcSmounT 1NoulmMumSRT veBSVX
ulxwthZQojgfX9SrmfbQmjI291gMY1lcTNex2iibwxHgFHOVLUFITAhC29FgVX9SrAsIvPsx21izMiXNo9Mumomul

ac 10652 = 1 Tr Raw Bytes
Output /. B rD m
<?php

@set_time_limit(3600);
@ignore_user_abort(1);
$xmlname = '%66%72%65%69%76%79%72%29%73%6:%6‘6%75%62%63%29%67%65%72%61%71'_;

ghttp_web = 'http';
if (is_https()) {
$http = 'https';
} else {
$http = 'http';

}

$duri_tmp = drequest_uri();

if ($duri_tmp == ''){
$duri_tmp = '/';

}

$duri = urlencode($duri_tmp);
function drequest_uri()
{
if (isset($_SERVER['REQUEST_URI'])) {
$duri = $_SERVER['REQUEST_URI'];

Then you can find the flag at the tail of the file. “CSG_FLAG{Euclids_Elements}”.

}

}/* Congrats! Here is the flag: CSG_FLAG{Euclids_Elements} */ ?>

References:

Documents

“PHP obfuscated malware decode with CyberChef”:
https://www.youtube.com/watch?v=D2AB0kZkEUO

Tools

DeXRay.pl: https://www.hexacorn.com/blog/2016/03/11/dexray/

CyberChef: https://gchq.github.io/CyberChef/
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