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Message: 

A suspicious file quarantined from a defaced web server is given as “challenge.bin”. The 

administrator of the server says that the server is hacked and make it as a redirector to suspicious 

sites. Unfortunately the file is encoded by an anti-malware software on quarantine and the admin 

doesn’t know how to decode it. 

 

Challenge Notes: Violation of the below warnings will result in penalties to your team. 

1. DO NOT use online analysis services such as UnPHP or VirusTotal. These services make the 

uploaded contents public, i.e.) other users can download uploaded contents. Making the 

challenge contents public is explicitly prohibited by the CTF rule. Instead, you can use offline 

tools such as CyberChef.  

2. Please decode the challenge file in your malware testing environment. The decoded file may 

incur a detection alert from your anti-malware software. We assure it is safe as its Command & 

Control (C2) server is not actually accessible in the Internet. The file is also placed in the Linux 

host of the given challenge environment. 

 

Objective: 

You can learn how you decode PHP malware. 

 

Instructions: 

Malware of this kind is used in attack campaigns known as “Japanese Keyword Hack” or “Blackhat 

SEO Spamming” to lure users to fake EC sites. 

 

Checking the file header of challenge.bin, as usual. 



 

Googling first 4 bytes reviels this is a VSBX file, which is encoded by TrendMicro. As the challenge 

message stated, this is quarantined file. 

 

You can decode the quarantined file by DeXRAY.pl. After decode, you can see a PHP file named 

“challenge.bin.00000096_TREND2.out”. 

Note: Installing Crypt::RC4, Digest::CRC, Crypt::Blowfish, Archive::Zip, OLE::Storage_Lite is necessary 

before use DeXRAY.pl using  “cpan install” 

 
 

Then you can find obfuscated code consisted from “O”, “o”, “0” and “_”. 



 

The deobfuscation path is as follows:  

Decode the substitution table in urldecode() function. 



 
 

Substitute the alphabets correctly. You will find some functions like substr(), strtr(), 

base64_decode() and eval(). You can skip some decoding by using “php -a”. 

 
 

Decode the base64-variant string. Then you will find more decoder at the tail of the script. 

Substitute string on 0-51 and 52-104. 

 

 

Check the eval function and its argument. 



 
 

Then you can find the flag at the tail of the file. “CSG_FLAG{Euclids_Elements}”. 

 

 

References: 

Documents 

“PHP obfuscated malware decode with CyberChef”: 

https://www.youtube.com/watch?v=D2AB0kZkEU0 

 

Tools 

DeXRay.pl: https://www.hexacorn.com/blog/2016/03/11/dexray/  

CyberChef: https://gchq.github.io/CyberChef/ 
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